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Preface

Privacy Law in the Pandemic Year

It is an honor for me to introduce this special privacy
issue of the Korea Legislation Research Institute (KLRI). It
features contributions from leading South Korean privacy
experts, including academics, industry experts, and legal
practitioners. The essays highlight complex questions
relating to privacy and data management in the 21st
century. This publication appears during a privacy year like

none other.

The pandemic moved our lives online and has led to ever
greater collection of data. This past year has also seen
the continuing development of privacy and security law
along with an accompanying greater need for international
cooperation. Global privacy law will be a central part of
privacy law as we move forward to a post-COVID “new
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Many Americans only became aware of COVID-19 once our workplaces
began to shut down in March 2020. In the United States, we had the
same discussions as much of the rest of the world regarding contact
tracing apps, workplace safety requirements, and the security of the
digital platforms on which our lives were now taking place. The results

for privacy law in the United States have been mixed.

Contact tracing apps have yet to gain widespread adoption in the
United States, which has limited their impact on privacy but also their
potentially positive impact on stopping the spread of the coronavirus.
The Federal Trade Commission reached a settlement in 2020 with
Zoom, the leading platform for online meetings, based on its alleged
misstatements about its security, and has required it to implement
a strong information security program. As for Congress, it has failed
to enact a sectoral law regulating the collection of use of personal
data relating to the COVID pandemic. It also has failed to reach its

longstanding goal of creating a comprehensive federal privacy law.

Despite this congressional inaction, there has been a flood of state
legislation, regulations, and new case law in the United States during
the pandemic year 2020-2021. California and Virginia have enacted
new far-reaching privacy laws, and the California Attorney General
has issued extensive regulations under the California law. There have
been important judicial decisions regarding biometic privacy reached
under the Illinois Biometric Information Privacy Act. And the trend of

multimillion dollar settlements in consumer privacy actions continues.



The pandemic year has also seen major privacy
developments at the international level. The General
Data Protection Regulation (GDPR) of the European Union
continues its role as a world benchmark. Despite its Brexit,
Great Britain enacted a UK GDPR and continues to regulate
its personal information use according to its principles. In
February 2020, Korea enacted amendments to its data
protection laws and is currently engaged in “adequacy”
negotiations with the European Commission. Even before
these updates, Graham Greenleaf, a leading scholar of
international privacy law, called the Korean data protection
statute, “the most innovative data privacy law in Asia”" At
the same time, the United States has been obliged to start
new talks with the Commission due to the European Court
of Justice’s invalidation of its “Privacy Shield,” a favored
mechanism for U.S. enterprises to receive personal data
from the EU.

Already in 2015, Joel Reidenberg noted the need for broad
international solutions for privacy. In his view, “States
must re-confront the political choice of protecting privacy
as a fundamental right or protecting information as an

economic commodity.”? Reidenberg’s prediction? In his

1) Graham Greenleaf, Asian Data Privacy Laws 156 (2014).

2) Joel Reidenberg, The Transparent Citizen, 47 Loyola U. Chi. L.J.
437,462 (2015).



www.klri.re.kr

view, “The resolution of core, underlying privacy differences on privacy
and the state’s role will need an international legal instrument to create
transborder data flow stability.”3) In the ensuing globalization of privacy
law, a core requirement is for each nation, as responsible global citizen,
to understand its current data processing practices as well as the
necessary normative commitment to privacy as a core democratic value.
This special issue on privacy helps advance this discussion in Korea, and

marks an important contribution of the KLRI to the area of data privacy.

[ M. g

Paul M. Schwartz
Jefferson Peyser Professor of Law, Berkeley Law School

October 31, 2020

3) Id.
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3) Jerry Kang, "Information Privacy in Cyberspace Transactions,” 50 Stanford Law Review 1193,
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4. Where the processing for a purpose other than that for which the personal data have been collected is not based
on the data subject’s consent or on a Union or Member State law which constitutes a necessary and proportionate
measure in a democratic society to safeguard the objectives referred to in Article 23(1), the controller shall, in order
to ascertain whether processing for another purpose is compatible with the purpose for which the personal data are
initially collected, take into account, inter alia:
(a) any link between the purposes for which the personal data have been collected and the purposes of the intended
further processing;
(b) the context in which the personal data have been collected, in particular regarding the relationship etween data
subjects and the controller;
(c) the nature of the personal data, in particular whether special categories of personal data are processed, pursuant
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10;
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(e) the existence of appropriate safeguards, which may include encryption or pseudonymisation.
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8) The New York Times, “Major security flaws found in South Korea quarantine app”, July 21,
2020, URL: https://www.nytimes.com/2020/07/21/technology/korea-coronavirus-app-securi-
ty.html
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15, 2020,

https:/fwww.fhi.no/nyheter/2020/fhi-stopper-all-innsamling-av-data-i-smittestopp/ (X142

2 2020.9.10.)

10) Datatilsynet, “Midlertidig stans av appen Smittestopp”, June 12, 2020, https://www. datatil-
synet.no/aktuelt/aktuelle-nyheter-2020/midlertidig-stans-av-appen-smittestopp/ (Z|Z4 2

€ 2020. 9. 10)

11) £2H, “IIFIQELZ QR M2l £!", 2020. 7. 1. http://www.bloter.net/ archives/393277 (£|&

22 2020. 9. 10.)
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S14 ke A e AR R I ol 54 &S 4 Q.

A7 24 ol olat mejolwA] Pl $el AAAFR Aol thek £H4 (ranspar-
ency) & FHslo] QB e 4= 9ok, A UAE YA 243 (International Digi-
tal Accountability Council)+= 20204 69 & 4170=, 10870¢] Z21419 I ErHlY
& BAsto] 1L At BNkt Y193 = T8/ SR FHAT 7H, 1% 571
o] ZjOIH K KA (Privacy Policy)S BA3=t|, 5 AE 91o] Ha tro] ALgo]
Q1% Rk oF 2uf 7HF W H(SF 2,1007] Tl vs. 1,0007 THol) elox G gt
o] gfo] 1) glolg 43 W], 2) /NIAREE MYapo] Ak AF, 3) Hoje] He A
3, 4) 7jQ1g =] T ZefoluA] Ae) ol So] glof BTk AT HEE AT 3

= o] SelE ). ook 2L Aiks AQARR He) ErAol glo] ofme Zejele)a
2 BGaka YA (FYATS GDPRE A8)7h JrIQlt ARHE HolEThe AAbgol
PIERE

COVID-19 Apps Released by Continent*

E
2
8

Number of Apps Released

[OZ-8] LEE A 2119 22 2HIY o{E2|H|0[d SA| H| (EX: IDAC)]

12) International Digital Accountability Council, “Privacy in the Age of COVID: An IDAC Investi-
gation of COVID-19 Apps”, June 5, 2020, p. 6-7, https://digitalwatchdog.org/wp-content/
uploads/2020/06/IDAC-COVID19-Mobile-Apps-Investigation.pdf (ZISH2Y 2020. 9. 10.)
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oh&d] MAZAAHEH (World Economic Forum)2 Z2to]HA] 33} 714 (Privacy En-
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A AT B3], At 24 9 HAbol 1] “centralized vs. decentralized i
W7ol EAfeh= AES QAAEIHA, A AAIH (critical mass)ol] E23 4 Sl the
2T SHO| oy Bl G=to] A AL QIANIEES FESY] ofHe 4, &

XP% HA g=0] &8s 59| 2793 HlolE FAIE AEdE oM AR S

UA=AeE B Fato] Q2 b= glojglo) tjal zZato|H A7} Fste WAl o g 3
<42 58T & ASAY A AtkE AA S A7Isl fEuets A= 2 Y
Al 2E SLEo] Qlof Faleh 4 Qs A o2 ALRHTEY
4, L7
F 2192k W9 of tf-gshs 2gollA TP EA7 A A olgh= e8] Y]

71EH 7hel A= 4 7] Agt THste], “Eueh= 2015W % HEA(MERS,
TETH7ISS)E AHsHHA A di-goll thsl dAlet 22 B LIe tlg AAE
Zr=L Ao| A}3)E &) (social consensus)7t o]20]F Aog B 2~ goma B}
TR AL =46t Al SOl AR gt). &, AR ol 8 E 3N, FH e
0354 AR SHAA 1 Sl sl AEA o7t JIE Ao m 24T 4 Q7] wiiE
= Tl gF

ol zefolu Ao Tiat PalE LS lele] A Ri folsjof gt
A

e oleh e ASlA gheje] EAfo] tish 22 gl AP eds AUE A A8t
2 S31aL ik & g7t s QlalME ArEAle] ATA shx| b A 7t
Qlofof S = ‘o A 9] JAEAIE RISt Zlo|m, Tef st SANEAZL ofE A H

13) World Economic Forum, “How privacy enhancing technologies can help COVID-19 trac-
ing efforts”, May 22, 2020, https://www.weforum.org/agenda/2020/05/how-privacy-enhanc-
ing-technologies-can-help-covid-19-tracing-efforts/ (|22 2020. 9. 10.)
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